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�åãóëÿðíûå âûðàæåíèÿ

Äàëåå ðàññìàòðèâàþòñÿ PCRE-ñîâìåñòèìûå ðåãóëÿðíûå

âûðàæåíèÿ íàä ÿçûêîì Σ ñî ñëåäóþùèìè îáîçíà÷åíèÿìè:

◮
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)� � îáúåäèíåíèå (ÈËÈ) âûðàæåíèé R
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◮
�R*� � êîíêàòåíàöèÿ ïðîèçâîëüíîãî ÷èñëà âûðàæåíèé R

◮
�R{m,n}� � êîíêàòåíàöèÿ îò m äî n ðàç âûðàæåíèé R
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Âàðèàíòû ðåøåíèÿ çàäà÷è ïîèñêà

Ïîñòðîåíèå êîíå÷íîãî àâòîìàòà:

◮
ÍÊÀ (NFA)

◮
ÄÊÀ (DFA)

◮
ÌÄÊÀ (MDFA)

◮
Ä2ÊÀ (D

2

FA)

◮
Äóàëüíûé ÊÀ (DualFA)

◮
�àñøèðåííûé ÄÊÀ (XFA)



Íåäåòåðìèíèðîâàííûé êîíå÷íûé àâòîìàò

Çàäàíû:

◮
Q � ìíîæåñòâî ñîñòîÿíèé

◮
A ⊆ Q � ìíîæåñòâî êîíå÷íûõ ñîñòîÿíèé

◮
q

0

∈ Q � íà÷àëüíîå ñîñòîÿíèå

◮ δ : Q × Σ → 2

Q

� �óíêöèÿ ïåðåõîäà

Îïðåäåëèì �óíêöèþ δ∗:

◮ ∀q ∈ Q, a ∈ Σ: δ∗(q, a) = δ(q, a)

◮ ∀q ∈ Q, a ∈ Σ, α ∈ Σ∗ : δ∗ (q, αa) =
⋃

p∈δ∗(q,α)

δ (p, a)

Ñëîâî α ïðåäñòàâèìî ÍÊÀ, åñëè δ∗(q
0

, α) ∩ A 6= ∅



Íåäåòåðìèíèðîâàííûé êîíå÷íûé àâòîìàò

Ïðèìåð ÍÊÀ äëÿ âûðàæåíèÿ �.*[b℄[d℄�:

20

Σ

1
[bc] [cd]

{0}
a

−→ {0}
b

−→ {0, 1}


−→ {0, 1, 2}
d

−→ {0, 2}.



Íåäåòåðìèíèðîâàííûé êîíå÷íûé àâòîìàò

Õîðîøî:

◮
ìàëîå ÷èñëî ñîñòîÿíèé

Ïëîõî:

◮
âûñîêàÿ ñëîæíîñòü âû÷èñëåíèÿ



Äåòåðìèíèðîâàííûé êîíå÷íûé àâòîìàò

Çàäàíû:

◮
Q � ìíîæåñòâî ñîñòîÿíèé

◮
A ⊆ Q � ìíîæåñòâî êîíå÷íûõ ñîñòîÿíèé

◮
q

0

∈ Q � íà÷àëüíîå ñîñòîÿíèå

◮ δ : Q × Σ → Q � �óíêöèÿ ïåðåõîäà

Îïðåäåëèì �óíêöèþ δ∗:

◮ ∀q ∈ Q, a ∈ Σ: δ∗(q, a) = δ(q, a)

◮ ∀q ∈ Q, a ∈ Σ, α ∈ Σ∗ : δ∗ (q, αa) = δ (δ∗ (q, α) , a)

Ñëîâî α ïðåäñòàâèìî ÄÊÀ, åñëè δ∗(q
0

, α) ∈ A



Äåòåðìèíèðîâàííûé êîíå÷íûé àâòîìàò

Ïðèìåð ÄÊÀ äëÿ âûðàæåíèé �.*ab.*d� è �.*ef.*gh�:
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Äåòåðìèíèðîâàííûé êîíå÷íûé àâòîìàò

Õîðîøî:

◮
íèçêàÿ ñëîæíîñòü âû÷èñëåíèÿ

Ïëîõî:

◮
áîëüøîå ÷èñëî ñîñòîÿíèé



ÌÄÊÀ

Èñõîäíûå ðåãóëÿðíûå âûðàæåíèÿ äåëÿòñÿ íà ãðóïïû, ïî

êîòîðûì ñòðîÿòñÿ îòäåëüíûå ÄÊÀ.

Ïðè÷åì ãðóïïèðîâêà ïðîèçâîäèòñÿ òàê, ÷òîáû ÷èñëî ñîñòîÿíèé

êàæäîãî àâòîìàòà íå ïðåâûøàëî çàäàííîãî çíà÷åíèÿ.



ÌÄÊÀ

Õîðîøî:

◮
�èêñèðîâàííàÿ ñëîæíîñòü âû÷èñëåíèÿ

◮
âîçìîæíî íåáîëüøîå ÷èñëî ñîñòîÿíèé

Ïëîõî:

◮
âîçìîæíà âûñîêàÿ ñëîæíîñòü âû÷èñëåíèÿ

◮
íåòðèâèàëüíîå ïîñòðîåíèå

Yu F. et al. Fast and memory-e�ient regular expression mathing for

deep paket inspetion //Arhiteture for Networking and

Communiations systems, 2006. ANCS 2006. ACM/IEEE Symposium on.

� IEEE, 2006. � Ñ. 93-102.



Ä2ÊÀ

Çàäàíû:

◮
Q � ìíîæåñòâî ñîñòîÿíèé

◮
A ⊆ Q � ìíîæåñòâî êîíå÷íûõ ñîñòîÿíèé

◮
q

0

∈ Q � íà÷àëüíîå ñîñòîÿíèå

◮ δ : G → Q � �óíêöèÿ ïåðåõîäà, ãäå G ⊆ Q × Σ

◮ δe : Q → Q � �óíêöèÿ ïåðåõîäà íà ñëó÷àé �îøèáêè�

Àëãîðèòì ðàáîòû:

Äàíî: òåêóùåå ñîñòîÿíèå q ∈ Q, âõîäíîé ñèìâîë a ∈ Σ
Íàäî: íîâîå ñîñòîÿíèå q

′

q

′ := q

Ïîêà (q′, a) /∈G
q

′ := δe(q′)
q

′ := δ(q′, a)



Ä2ÊÀ

Ïðèìåð ÄÊÀ è Ä2ÊÀ äëÿ âûðàæåíèé �.*a+�, �.*b+� è

�.**d+�:
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Ä2ÊÀ

Õîðîøî:

◮
ñîêðàùåíèå îáùåãî ÷èñëà ïåðåõîäîâ

Ïëîõî:

◮
âîçìîæíà âûñîêàÿ ñëîæíîñòü âû÷èñëåíèÿ

Kumar S. et al. Algorithms to aelerate multiple regular expressions

mathing for deep paket inspetion //ACM SIGCOMM Computer

Communiation Review. � ACM, 2006. � Ò. 36. � �. 4. � Ñ. 339-350.

Behi M., Crowley P. An improved algorithm to aelerate regular

expression evaluation //Proeedings of the 3rd ACM/IEEE Symposium

on Arhiteture for networking and ommuniations systems. � ACM,

2007. � Ñ. 145-154.



Äóàëüíûé àâòîìàò

Çàäàíû:

◮
ÄÊÀ ñ äîïîëíèòåëüíûìè �óñëîâíûìè� è �ðàñøèðåííûìè�

ïåðåõîäàìè

◮
Ëèíåéíûé êîíå÷íûé àâòîìàò � ÍÊÀ, â êîòîðîì èç ëþáîãî

ñîñòîÿíèÿ ìîæíî ïîïàñòü â íå áîëåå ÷åì 1 ñîñòîÿíèå,

îòëè÷íîå îò äàííîãî, à òàêæå íå ñóùåñòâóåò äâóõ

ðàçëè÷íûõ ñîñòîÿíèé, èç êîòîðûõ ìîæíî ïåðåéòè â òðåòüå.



Äóàëüíûé àâòîìàò

Àëãîðèòì ðàáîòû:

Äàíî: ÄÊÀ â ñîñòîÿíèè q ∈ Q, �óíêöèÿ ïåðåõîäà δ,
ËÊÀ â ñîñòîÿíèè q

l

⊆ Q

l

, �óíêöèÿ ïåðåõîäà δ
l

,

âõîäíîé ñèìâîë a ∈ Σ,
Íàäî: íîâûå ñîñòîÿíèÿ q

′
è q

′

l

q

′ := δ(q, a)
q

′

l

:= δ
l

(q
l

, a)

Åñëè ïåðåõîä q

a

−→ q

′
� ðàñøèðåííûé ñ ìåòêîé p ⊆ Q

l

, òî

q

′

l

:= q

′

l

∪ p

Åñëè åñòü óñëîâíûé ïåðåõîä q

′
(q

l

,a)
−→ q

′′
, òî

q

′ := q

′′



Äóàëüíûé àâòîìàò

Ïðèìåð äóàëüíîãî àâòîìàòà äëÿ âûðàæåíèÿ �.*ab.*� è

�.*[b℄+[d℄�:

ЛКА

4

[cd]

[bc]

3

Σ

2
0

[bc]; p={4}

[^abc]

1

a

({4}, [cd])

[bc]; p={4}

[^abc]

a

b; p={3, 4}

c; p={4}

[^abc]
a



Äóàëüíûé àâòîìàò

Õîðîøî:

◮
âîçìîæíî íåáîëüøîå ÷èñëî ñîñòîÿíèé

◮
ËÊÀ ðåàëèçóåòñÿ ÷åðåç ïðîñòåéøèå áèòîâûå îïåðàöèè è

èñïîëüçóåò îòíîñèòåëüíî íåìíîãî ïàìÿòè

Ïëîõî:

◮
âîçìîæíà âûñîêàÿ ñëîæíîñòü âû÷èñëåíèÿ

Liu C., Wu J. Fast Deep Paket Inspetion with a Dual Finite Automata.

� 2013.



�ÄÊÀ

Çàäàíû:

◮
íàáîð ñ÷åò÷èêîâ

◮
áèòîâûõ

◮
÷èñëîâûõ

◮
ÄÊÀ ñ �ðàñøèðåííûìè� ïåðåõîäàìè, èçìåíÿþùèìè

çíà÷åíèÿ ñ÷åò÷èêîâ



�ÄÊÀ

Ïðèìåð �ÄÊÀ äëÿ âûðàæåíèé �.*ab.*d�, �.*ef.*gh� è

�.{n}�:

конечное состояние,

 если bit1=1

конечное состояние,

 если bit2=1

0

[^aceg]

1
a

2c

4

g

5

e

b; bit1:=1
3d

6

h

f; bit2:=1

конечное состояние,

 если counter=n

0

Σ; counter++

counter:=0



�ÄÊÀ

Õîðîøî:

◮
âîçìîæíî íåáîëüøîå ÷èñëî ñîñòîÿíèé

Ïëîõî:

◮
âîçìîæíà âûñîêàÿ ñëîæíîñòü âû÷èñëåíèÿ

◮
íåòðèâèàëüíîå ïîñòðîåíèå

Smith R. et al. De�ating the big bang: fast and salable deep paket

inspetion with extended �nite automata //ACM SIGCOMM Computer

Communiation Review. � ACM, 2008. � Ò. 38. � �. 4. � Ñ. 207-218.



Èçìåíåíèå âûðàæåíèé

Ïðîáëåìà:

îáúåäèíåíèå âûðàæåíèé âèäà �.*R

′

1

.*R

′

2

.*� è �.*R

′′

1

.*R

′′

2

.*�

âåäåò ê áûñòðîìó ðîñòó ÷èñëà ñîñòîÿíèé



Èçìåíåíèå âûðàæåíèé

Ñõåìà ÊÀ äëÿ òðåõ âûðàæåíèé



Èçìåíåíèå âûðàæåíèé

Äàíî:

íàáîð ðåãóëÿðíûõ âûðàæåíèé R

i = . ∗ Ri
1

. ∗ Ri
2

.∗

Ïðåäëîæåíèå:

âûáèðàåì äâà âûðàæåíèÿ R

i

1

è R

i

2

çàìåíÿåì èõ íà îäíî: . ∗ (Ri1
1

|Ri2
1

). ∗ (Ri1
2

|Ri2
2

).∗

�åçóëüòàò:

◮
ñîêðàùåíèå ðîñòà ñîñòîÿíèé ÊÀ ïðè îáúåäèíåíèè

◮
îøèáêè ïðè ïîèñêå (ëèøíèå ñëîâà ïðåäñòàâèìû

àâòîìàòîì)



Èçìåíåíèå âûðàæåíèé



Èçìåíåíèå âûðàæåíèé

Âîïðîñ:

Êàê ìîæíî îöåíèâàòü îøèáêó ïðè òàêîì ïîäõîäå?

×åðåç G

i

(R) îáîçíà÷èì ÷èñëî ñëîâ äëèíû i , çàäàâàåìûõ

ðåãóëÿðíûì âûðàæåíèåì R

Òîãäà âåëè÷èíó îøèáêè ìîæíî îöåíèòü äëÿ ïðîèçâîëüíîé

äëèíû l :

Err

l

(

R

1,R2

)

=
G

l

(. ∗ (R1
1

|R2
1

). ∗ (R1
2

|R2
2

).∗)− G

l

(R1|R2)

G

l

(R1|R2)



Èçìåíåíèå âûðàæåíèé

Êàê îöåíèòü îøèáêó Err

l

(

R

1,R2

)

, íå âû÷èñëÿÿ â ÿâíîì âèäå?

Ïóñòü äàëåå âñå ðåãóëÿðíûå ïîäâûðàæåíèÿ R

j

i

òàêîâû, ÷òî

∀α ∈ L(R
j

i

)∄β ∈ L(R
j

i

), β 6= αγ
1

, γ
2

∈ Σ∗ : α = γ
1

βγ
2

Âåäåì �óíêöèþ P

i

(R):

P

i

(R) =
G

i

(R)

|Σ|i

Òîãäà, åñëè

l∑

i=0

P

i

(R1
1

)

l∑

i=0

P

i

(R2
1

)

≤ ε è

l∑

i=0

P

i

(R1
2

)

l∑

i=0

P

i

(R2
2

)

≤ ε, òî

Err

l

(R1,R2) ≤ ε



Èçìåíåíèå âûðàæåíèé

Êðîìå òîãî, åñëè

∞∑

i=0

P

i

(R1
1

)
∞∑

i=0
P

i

(R2
1

)
≤ ε è

∞∑

i=0

P

i

(R1
2

)
∞∑

i=0
P

i

(R2
2

)
≤ ε, òî

Err

l

(R1,R2) ≤ ε


